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< kepware

KEPServerEX v6 - loT Gateway #E{EzZHH

loT Gateway Plug-In & KEPServerEX FYTE]3EETARE > 10T Gateway B 24 Ko i fig AV tag &

b BB S REERY IP 1777 > 283£ 55 = 75 endpoints - & tag value fi &5t 3% Y Sacn Rate -
loT Gateway {5 tag ID - value - quallty timestamp » DIAEAE JSON #8382 EH EAVEE =
endpoints - 10T Gateway Plug-In 23t DL N IHEE :

AR EORACR (R es TEEER afeBiies - B0 28 BEZ(E - B2 tag ID ~ value ~

quality ~ timestamp -

& H EAENY JSON BRHE = -

T[iE 4 MQTT » REST client 283 » L‘x)j’g_é_ REST server agents {E & [E @ EH o

REST Kz MQTT Client » 0] 5 iU Bz 85314 » HolE By 10 ZFMR ~ 27.77 /NEFIZR -
SIEFTH Agent 2258 5 TLS / SSL fin% -

S7#% KEPServerEX {i#i K Security Policies Plug-In {ifi F & HEIR & FH -

AR [EIRYEE =77 endpoints - 5BV E ERMEIA K AREE N -

F1H
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loT Gateway Plug-In Z4:25f&E

REST SREST
Client S

MOTT SN
Broke‘r .

TCP/IP

Corporate Frewal
Configured to alow
COMMUNNCations over
the approprate ports as
needed by the Gateway

s ]
Sﬁ;ﬂﬁlBameU--- PLCs
Orade/MySQL/SQL

F2H
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PRI A FTERIE
g 10T Gateway 78

1. TE/ETTRHIREEEEAT 10T Gateway THH - BiEE B AT - BiEE New Agent -

(. KEPServerEX 6 Configuration [Connected to Runtim
File Edit View Tools Runtime Help

DS JR|s8ad0@ |
=-{@] Project
=-{8) Connectivity

#-§.8 Channell
{}o Aliases
-8 A Advanced Tags
L-]@ Alarms & Events
Ea Add Area...
-;rg Data Logger
5] 4dd Log Group...
-3--0 EFM Exporter

() Add Poll Group...
& IDF for Splunk
F LAD) Add Splunk Connection...
=-5) Local Histori . New Agent
<<<<< ﬁ’rj Add Dataswore

m

m

[T

2. 1EH Agent figs - Wi A—{& Agent i Name > TDLETTES @ WEEER © MQTT
Client ~ REST Client 8¢ REST Server -

dek

’
Mew Agent ﬁ
Enter the name and chooz the type of A gent o create.
A gent
Waime: A gent
Type: MOTT Clisnt -
REST Client
EERT Zerver
< b#E |[F%wm-) [ mE | [ mE |
' S— —

%3 H
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BE MQTT
HeE Agent JEL 5 MQTT Client » %7 9Bty — (7 MQTT Agent i

1. £ MQTT Client 7 &5 45% & broker Server ¥} -

[ MQTT Client - Broker =)
MOQTT Broker
LIRL: tep:flocalhost: 1883
Topic: iotgateway
Publish
Qo5 ll{.ﬁ.t least once) -
Rate {ms): 10000 =
Max items per: 1000 =
l < Back H Mext = ] l Cancel I l Help I

URL: #Z/& Agent % endpoints £y IP k5 URL F1 port » THZ : tcp://localhost:1883
Tip: 415 endpoints {5 ] SSL 7#4% » #fH%& URL tR{EEF“SSL : /7 » iR E&“TCP : //” -
Topic:ja & F AR i e 2S5 A B broker £47H

QoS: =/ MQTT s E %R SHVEUE - BEEE : 0 (RE—X) 1 (20—X)
(fatF—40 -

Rate (Zfb) : 3HE Agent 23£ER £ endpoints Y% o #iEE 10 2 99999990 Zf)
Max. items per : {f Gateway # 7% —2XHY{EHig - item FYEE -

2. 1% Next F—3 o

%4 H
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3. IR FER Broker & ID KIRSTZ SRS > (# o] EILEE -

»

= =

MQTT Client - Security (=234

Credentials
Client ID:

Tsemame:

Password:

= T

BB Tag

%5 H
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£ Agent ¥ Tags
& A —{E Agent &
g EE Tag

JL—=

LIE

IRAT LUK Tag © #2068 T A5 Be il —(E =2 (1 Tag -

B | IoT em

Server Tag:
Scan Rate (ms):

Publish

Enabled

@ Only on Data Changes
Deadband (%%):

) Every scan

=
(]

-

1000 =

| ok

J |

] l Cancel Help J

Server Tag : #j A tag HY58

Scan Rate : &%

Only on Data Changes :

Deadband: : HIET#{EZ(EHYE 3 EE -
FoNAE(EHVEUE ik

Every Scan : w8 {E A EEL
Enabled @ frafeiiE 3%

% OK e

# channel.device.name =38+ 51— Tag

tag BB HORTHYERR - B HERD o

B4 tag BUESE by - A SR AER -
SLRANATAHE Tag VSRR - EH#A 0
AtHE
EEIKER -

KL tag B} - ARECHIET A tag $HEE -

%6 H
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P
#%5{H Tags

1. ff Tag Browser FritgHLisE Tag -

Tegbewser @

[+] iIndude system/internal tag groups Tag Ma... Dizta Type Description
I ik’.lnhlﬂdt.lq!dncbm

4] IoT_Gateway| =
G2 Systemn
= & Channeil
G0 _Statistics

) System
= I Devieed
3 System
= 5 Dista Type Examples
\:: _Statitics
03 System
=™ 15 Bit Device
[ Systemn
3 K Registers
07 R Registers
[ 5 Registers
= §T) & Bit Device
Ly Systen
[ K Registers
[ R Registers
[ 5 Registers - Apply

4. TJLIELEEZLAE Tag 1% > 7 Apply °

L] 'i IoT Items E

pecify the properties for the items currently being added.

Scan Rate (ms): 1000

Publish
@ Only on Data Changes

Deadband (%&): ]
i) Every scan
7] Enabled ok || cancel || Heb |

3. # OK -

F1TH
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MQTT Client Message RS &1

45 JSON BB EkIE A s PR IR H - SFala Y20 B -

1. B E2 5 Agent 47 1 R REER I 581 Properties - $T5# Properties &5
2AEEMERE T - 1855 Message EEIH -

SAETTONVERYEE R (MRIZLAUTNEERT) > M REERREE -

MQTT Client - Properties (3]

General | Broker | Message |5ec|_|rit5-' I Li::ensing|

Format:
imestamp: |SERVERTIMESTAMP

- Lse Default

Expansion of [VALLUES|:

id: [TAGMAME]| - Lise Default
v: [TAGVALUE|
q: [TAGQUALITY|
t: [TAGTIMESTAMP|
[ QK ] [ Cancel ] [ Help ]

Format : Gl & {LfA[ £ JSON Sfeii 2 sl Z R HVER} © FEEEEE—R > (FHEH —2 » #8031
I EESEI EBE - ] B EFFRESCFAVIRE - AREEE(LE

| SERVERTIMESTAMP | Gateway £ 3£Z5151 endpoints £ H HAFIRERS » L UNIX =% POSIX f%
iR 3%

| SERVERDATE | —#%/2 Gateway &5 2 &Ry H HAFIRFEIELED - (HDLFE S8 mursas i
| VALUES | X NHIE& B4 AT -
ELEE Use Default $75HH1 &0 SRS FUIRAE 2 THEAE. -

A | VALUES | & T JSON Sl 4% 2 %ok 5] endpoint HRS T, - iE Lty Values o] LyE &7
HEFP e R - 3 24—IC& K 2 endpoints H » AT 46L5 2 (& instances © {51401 - EWA%*LEHZFQ
11l tag A 4 [EERIEE - ANEAEZ S (EE S 4 {E525EHY JSON “&8 - {£ Format Box H
{IEll VALUES [Fij o] fisg A A ZE SCF BRI - B9ERIEE 5 %8 E - AREES(LE

| TAGNAME | 2% tag 1ty 7%

| TAGVALUE | Z 8 {HZ(LMV{E

| TAGQUALITY | 5&% tag iy quality » /% good &k, bad

%8 H
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| TAGTIMESTAMP | #5827 tag value HYHFH]

EhE2 Use Default % &R SRS RIS 2 THEE -

x BEREAFEE G —(ER A EE -

%9 H
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MQTT Client Security Z2& M5 E

I N A ER R E MQTT Agent 27 & MEFZRER Bt -
LAz EdiE T A T EAY SR -

MQTT Client - Security ==
Credentials
Client ID:
Username:
Password:
< Back ][ Finish ] [ Cancel ] [ Help

Client ID: 5 E#1% Agent 73 MQTT broker: A28 brokers A~ 252 Client ID 7
HAE o

Username: =252 broker By &
Password: =25 ¥ZFE broker HY{5 FH #2205

Note: SISRAsEF SSL s - (5 & At DLAisC 38 25 1] broker - 157217
TE PRI

2. ¥ Finish 58 -

3. HJLI4E4E Y Tags -

4. MQTT EHPESRAE % Agent - BiaG Agent F2UY - WISRILH > tedSE(F HEETH VG -

% 10 H
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MQTT Last Will and Testament

MQTT Last Will

Z“Last Will” (LWT) & MQTT :BAIETRINE P » & & P QA B A =4 N frl 7
FENAYE o ZRUAHMEE MQTTLast Will » 3508 T I BRHR(E

# Agent 77

18825 Agent BHEE B0 - BEREIEIE - FTRABMENE -

2AEBIEAE T - BEHERGRKEIA R -

3.BHEER A Last Will #2EEHEFTBH T ff% Last Will"Hy7F S -

4.Topic BESTEIE Ry LWT -

5.8 AT RERYE P IR SRy LWT SR ERYSOA - 872 SRR IR IR B e AR TRR B - 4
“ETCECEINEE” > UEBIER -

6.758 OK -

MQTT Client - Properties ==

| General | Eroker I Message | Security | Last Wil |Licensing|

Enable Last will and Testament

Topic: last]

Message: Enter the MQTT Last Will message (Server is offling’)

Ok ][ Cancel ][ Help

% UH
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2 E REST Client E$#

HEIE Agent FRAVEERE Iy REST Client » 55208 N YIPPERACE L —(E#HY REST Client Agent 7H#4#

1. %% REST Client Endpoint £:# -

[ REST Client - Endpoint =)
HTTR/S
URL:
Method: [PDST v]
Publish
Rate (ms): 10000 =
Max items per: 1000 =
[ < Back ][ Mext = ] [ Cancel ] [ Help ]

URL : #g AAKZESS endpoint (1Y IP address 5¢ URL &z port » %158 endpoint {1 f SSL 7% >
FI URL a5 (5 “https://”

Method : #2485 %] endpoints 1Y J52( » ATLUE POST 2 PUT $5% -
Publish Rate : #8345 1% endpoints [y o
Max. items per : £ Gateway & 1%—(Eff+ > item (YEE -

$% Next T—3F o

%12 H
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REST Client Security Z2& M55 5E

15K REST Client fFEE A S (78R3 - 5ETZ I N YIPVERIRIE © ¥ Agent 47

188250 Agent BREEEFT AR - BRI - TIBHBIENR -

2. fEfE I > 1851 Security BEIH -
REST Client - Properties @

| General | Endpaint | Header | Body | Security |Licer|sjng|

Basic Authentication

Username: |

Password;

[ QK ][ Cancel H Help

Username : i AFEARRY HTTP Bt sy (58 FH & 415 -
Password : iy A BiL$5 E A5 F & A TE R TR 2500

SHETTHNE - MR HE OK HEE -

% 18 H
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»

Adding Tags to an Agent

ERA—(E Agent 5%E - IRE] LU Tag o f2H N EAYE BRI —{E= % (E Tag -
ATLIN2% MQTT Client ¥l Tag 5 E

REST Client Body

SR JSON B sk iE e s BREEETE - 3517 NP ERIR(E
¥ Agent 47

18825 Agent BREZERAT 0l - BEIEBIE - FTRABMENE -
2AEfBIEE T - B4 Body BEIHF -
SAEITNEAVE L (HRIRLL AL - 2V FEREEE -

REST Client - Properties ==

| General | Endpoint | Header | Body |Sn.=-_c|.|rity|

Format:
timestamp: |SERVERTIMESTAMP|

Use Default
values: |VALUES|

»

Expansion of [VALLUES|

id: [TAGMAME]| - Lse Default
v [TAGVALUE|
q: [TAGQUALITY|

t: [TAGTIMESTAMP|

[ Ok ][ Cancel ][ Help ]

Format : £ & {L{a/4E JSON sk Z Frel 2 (RIVERL » AEsg it — > EHURH —K - BzU/3aTH
I EESEI EBE - B SRS AVIRE - AREEELE

| SERVERTIMESTAMP | Gateway £ 3£Z5151 endpoints (y H HAFIBERS » L UNIX =% POSIX f%
iR a4 -

| SERVERDATE | —H i Gateway #2201y HHIRTRIED - (HLUE SBks a1k -

| VALUES | fi¢ FEE St & TR R -

BE8E Use Default $:5TH 20 R R 2 MO/ 25 i -

BA | VALUES | 125 T JSON Tl # 2 2151 endpoint R4t - 3261 Values o7 LI
HEFFBURS: - 451 — PRI endpoints o > 4 2 % ([ instances o (1411 » {ERR 704 0k 7
1 (i tag 75 4 [ER0RIE » FREAE 5 (0 & 4 (5254179 JSON T2 - 75 Format Box tf

{l&l] VALUES |fij =] i A SRR S BRI - B9t AlZ & % BlEE - AREESLE ¢
| TAGNAME | % tag HY#4 7

% 14 H
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| TAGVALUE | 3% #({E % (EME

| TAGQUALITY | 5% tag i quality » % good =7, bad
| TAGTIMESTAMP | #5525 tag value [fyA%Fs
Hh%E Use Default f &R R A& =08 2 FHEL(E

x BEREAFEE S —(ER A EE -

% 15 H
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27 E REST Server i

—EL3 i Agent SR By REST Server » 504 F 155 Bl 1 (397 REST Server Agent

P -

1. 1£ Endpoint 35 E F FH4ERS T ~ port FRZEFERY endpoint 224 o

[ REST Server - Endpoint @
HTTP/S
Network Adapter:  |Localhost only v I
Port Mumber: 39320 =
Use HTTPS

[ | Enable write endpoint
[ allow anonymous login

https://127.0.0, 1: 39320 /iotgateway/

l < Back H Finish ] l Cancel I l Help I

Network Adapter : EEFZA0{E FHAY4ERE T - THER A localhost 2k 127.0.0.1 -

2. %

o

Port Number : i=/E4F REST 19 server & £y port o 41 51F G —4EE&+ _E5%E %
REST server Agents » i {FIEE(E A 75 Z—{ER [E]/Y port 5% -

Use HTTPS : f#F HTTPS 12 Client B REST server [ {E#ifiy &k} o o] E T

> WATE ALEETHVRS » THRORRUA -

Enable write endpoint : {55 endpoints {1 FHERER & el > & a5 A tag BU{H « BX

FHBF > AR5 Ryal/ 551y Tag > O] DURIE(E HEFEIRE A - MR nFERS

Bk 0 QIFTAEE S S OTEEI5 Tag « JRA nafEX SR > AT EE SRR
(A EAEE AL 2 R4 ) - THE Ry B2 -

Allow anonymous login : EFEXE % » THaXFTA Client HE2 0 HA HHE ENH

MR A 50 P S 2R B A 2 RIS AR RS - WERELA - RIeET R &R

FESA - [ HEE 22 RIS E A2 server B B3E o TR A4

35;% o

ERE EEHY URL 57 REST server ZEFERY > RIGAVEELNEE -

¢ ARREZERY URL EREURHIHNNE - — B R - Bi%E3% URL ZRIHHEI0
HYSE b RE E AR -

TESEH% > BB Finish (52R) -

3. T—{ETERA ¥ tag -

%16 H
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. i FAEAE HTTP Y28 5s - 2B REST server #1537 » 55KBIEMIGEHL » REST agS4&
FEW

ERIE 23 A URLCBIE 2SR 3 A IE - 554 Chrome)

http://localhost:39320/iotgateway/browse

http://localhost:39320/iotgateway/read?Tags=<TagName>

Adding Tags to an Agent
ERA—{E Agent 57E > IRATLUHTHY Tag © #2000 N EHYDEREr by —(# =2 Tag -

A PUINZ25 MQTT Client i Tag &2

% 17T H
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Working with a REST Server
1F—1{& REST server Agent £l 17. Client =] L7 4% %1 endpoint 2% » S A ES A 5% Agent 3% E Y tags»

REST Server Agent &2 5fFT AR - FRIEFTEREA » £ Agent BEIHBEU GRS

sH2:fs KEPServerEX Help - i an< ok il dr s - 054 Web

oH =

H %‘% fETEEﬁH%Hﬁ@E’J{ED
B 2525 | & endpoint

Y15 Agent 3% E B R THEAE » %43 By https://localhost:39320/iotgateway/

[a]l=]®

= [oT Gatewsyv6.02107 X
C | ® 192.168.1.102:393 20/iotgateway/ @ B
O EARY SESHNSESHN L TRETEEERE - TEEASS.

PE-N k
S kepware

loT Gateway. RESTServer (REST Server)

The following are commands that may be used with this loT Gateway REST Server:

s browse

e read

o write*

The REST Server agent supports reading and writing of all data types except string arrays which can only be

read.

Y5 Agent fiiefdi FHTEES{E - $THA REST Server Agent HyJ& 1 - BE% endpoints %15 » T[4 F H Al
HELE
£ 10T Gateway Plug-in 3 #& 2 REST Server Agent - {HZ5{# A [ ports °
72 REST server SZ#% N3[54 -
o Browse Z|&
o Read zEH!
o Write 58
NHHY GET ap < A IE AR Z 8 Web B Z5HE THIE -
LT Internet Explorer & AIRTAIEF 15 B 25 PARAT JSON » M7 Tl -

% 18 H
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P

— (R 2R a5 T AT JSON ZzH A% =k REST Server E | N EVATA Tag i an S HIE
£

https://localhost:39320/iotgateway/browse

[ _— - JE— ) - =
/ [ 127.001:39320/iotgate. X | - S —
L - BNl 127.0.0.1:39320/iotgateway/browse By =

{"browseResults":[{"id":"Channell.Devicel.Tagl™},{"id":"Channell.Devicel.Tagle"},{"id":"Channell.Devicel.Taglea"},
{"id":"Channell.Devicel.Tagl®l"},{"id": "Channell.Devicel.Tagl@2"},
{"id":"Channell.Devicel.Tagl®3"}], "succeeded” :true, " reason™:""}

%19 H
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s L <o X [ — i JSON B8 2\ ZoK Ay Tag =K Tags -

Z AL RS EUE
https://localhost:39320/iotgateway/read?ids=Channel1.Devicel.Tagl
[ (& Lo Calimes
/ [1127.001:39320/iotgate. X \” L
€« C N [ 127.0.0.1:39320/iotgateway/read?ids=Channell.Devicel.tagl w =
{"readResults™: [{"id":"Channell.Devicel.tagl”,"s" :true,”r":"","v":14094,"t" : 1447915534088} ] }
2 {E BB R A i By 2 7y Y Tag

-

https://localhost:39320/iotgateway/read?ids=Channell.Devicel.Tagl&ids=Channel2.Device2.Tag2

/ [ 127.001:39320/iotgate. x \__|
&

uéJLELU%%:!a!d
C # |[1127.0.0.1:39320/iotgateway/read?ids=Channel1.Devicel.tagl&ids=Channell.Devic% ¥¢

{"readResults™:[{"id": "Channell.Devicel.tagl"”,"s" itrue,"r":"","v" 11416, "t : 1447915434558},
{"id":"Channell.Devicel.tag2","s":false,"r":"Tag is invalid.™,"v "y UtTiel]}

%20 H


http://www.youngtec.com.tw/
https://localhost:39320/iotgateway/read?ids=Channel1.Device1.Tag1
https://localhost:39320/iotgateway/read?ids=Channel1.Device1.Tag1&ids=Channel2.Device2.Tag2

’ PIZAFHE http : //www. youngtec. com. tw TEL:+886-7-3452268 FAX:+886-7-3455817

J YOUNGTEC

BIFJ2: POST 7% » 6 B2 FY 3 B89 Client -
FESEEL post 72 IR ([ JSON Bl =t SERY Tag = Tags -

E&F
5
&

CHIREFUE |

https://localhost:39320/iotgateway/read

BELLUMEEFTEE Tag HY POST HY body :
["Channell.Devicel.Tagl”]
2% Tag :

["Channell.Devicel.Tagl","Channel2.Device2.Tag2","Channel3.Device3.Tag3"]

Adn4 fat—E Client 25 A B 5L Client & fE?EI’J {E[202 il Tag- & T REFES A Tag® Agent
M\/E SOE R LETRA > AL H. Tag i JEE AT AHRY » i SRR EUE

https://localhost:39320/iotgateway/write

& AP Tag 5¢ tags FI#{E {2 L T #4=0HT POST HY body :

[{"id": "Channell.Devicel.Tagl","v": "123"}]

BN Tag -

[{"id": "Channell.Devicel.Tagl","v": "123"}{"id": "Channel2.Device2.Tag2","v": "456"},{"id":
"Channel3.Device3.Tag3","v": "789"}]

£ body“ID” : /& Tag Hy#:fl » “V” : EEAHE -

Fer B Z3E 5 |F https://localhost: 39320/|0tqatewav/ jz http://localhost:39320/iotgateway/ > %1
SRAREER T HTTPS » ik B b2 it 13 Loan S 1Y il 224

W
1.1 _FAiCEa 5 - EY port A1 Tag #4714 75 22 EF| REST Server HYEE -

2. BN 2T 15 R 8009 endpoints » 37245 HTTP 500 §528 -

%21 H
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Licensing #71#

loT Gateway &H{F(EH 77 - B ETHREEAY License £ » SAE R DUE - (HEEMmE TR E
HYRFE] Tag EERVRAEE - A GIHIEIABH IR ER Tag - A &3t A DEMO 1
RS - (EE IR AY tag » R & BORT (L tag #Y value -

Tag FAEHVEERUREEHE Agent RSB MEIME H 3k L - 1295 % Tag HYEE & Agent LIk Tag 1T
BI{E 10T Gateway DLk 2 FEFRHIHYGEES 3% -

LI Tag FlH TRIRIFAS Agent > LURAERTA Agent FIFZRESR AR E AVAREGEEE Tag AVRE -

il Agent N\EVEFEVEREIZME Tag - BB - & P IEREEHIIE— Agent - EHBELE
Tag &4 27 tag °

Client - Properties @

| General | Security | Licensing |

IoT Items
Total for this Agent: 27
Total for all Agents: 27
License Limit: Mot licensed

QK ][ Cancel H Help

%22 H
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PEABRMEH CSV REZk4mia

1. 10T Gateway 4H {37 #% 1] L3 Agent /Y Server Tag 3% & 1 B HIEREE A, - #7538 CSV fEZE » AL
£/ Excel BCHEREAGRERMELL « ¥ - HRILAIRAZL Agent HYEFERE -

2. BEBEETIELTHY 10T Gateway Agent i » %8 LA - BESE Export CSV » BEIETFIEZEN
PEASERIE ZE 24T

I_J % IoT Gateway

-
v
-

-y I MOT]87] NewIoT Item
:'181 1 NewIoT Items
..... E F.E__,T "i D bl
: £l % REST \) RS
EJ@ Local Hisl ¥ Cut Ctrl+X
He inas LJ Add =
I_J . Schedulj =a Copy SiE
..... (@ 4dd9 X Delete Del
= o{ SNMP Ac
s Import CSV...
— Export CSV...
e
S016/12/1 . % Properties...
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FEH CSV R

3. [EH CSV A LUfErL Server Tag ~ Scan Rate 5 #r###% » Data Type EfIAUHE - Deadband%%/1
Ei4yEE > Enabled B FREE -

0 Nis B R estCenve \icrosoft Exce EE 2
Y em #A pEEE 4% =n B8 BE 04 @ - = x
Al -( ]
A B C D E F G
1 §;
2 |3 ICTem
30
4 | Server Tag Scan Rate Data Type Deadband Send Everv Scan Enabled
5 |Channell.Devicel.Tagl 1000 Word o] o] 1 =
Il & Channell.Devicel . Tagld 1200 Word 0] 0] 1
7 |Channell .Devicel TaglO0 1000 Word 0 0 1
| & Channell.Devicel.Tagl0l 1000 Word o o 1
9 |Channell.Devicel.TagloZ 1000 Word o] o] 1
10 Channell.Devicel TaglQ2 1000 Word 0] 0] 1
11
12
13
14
[ 4 » M| RestServer <%0 e i [ 1]
HE (EEER N0 )

%24 H
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>

[EA CSVIEE

4. BEEEFDEAERHY 10T Gateway Connection » 275 B A » BHiE Import CSV » EEfETHE A CSV
*EE%E/]E%{%{XIEEE*EEW%$%

I__l %Q IoT Gateway

| MOT] 8] NewloT Item

MNew loT Items

m

..... & REST (®) Disable

...... é@ REST

LJ @ll:ocalHlsl % Cut ChrlaX
e 1J Add [ 5
l_J Schedule| == Copy Ctrl+C
..... ' @ AddS X Delete Del
B- oc: SNMP Ag
.4 = Import CSV...
= Export CSV...
e \

201671241 1 ' Properties...

5 A CSVEZELR - wiAsEFIME AR Server Tag

@ RestClient Server Tag [ State Data Type Scan Rate (ms)
...... RestServer & _|Channel1 Device1.Tag1 Enabled Word 1000
& _|Channell Device1.Tag10 Enabled Word 1000
& _|Channell .Devicel Tag100 Enabled Word 1000
& _|Channel1.Device1.Tag101 Enabled Waord 1000
&_|Channel1 Device1.Tag102 Enabled Word 1000
& _|Channel1 Device1.Tag103 Enabled Word 1000

%25 H
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REST Server / Client {s5FH &5

REST Server it endpoints JZ[E - S5HL ~ %5 ATIRE > REST Client B2 &R AHE - AR
{55 A KEPServer 154t tag » 7575 loT Gateway ZE17 REST Server 7 Client » £ Node-RED %
1L B L ERHERRAR -

Z¢4E Node-RED

Node-RED WL 2T 28 4mEREEE - W B (LYIBAdEE - APIs R AdpE AR5 - I
Fi Node-RED sk 23 loT Gateway HY & RHEHg » 72245 node.js &z Node-RED » A R IEF# T
ENCE I

A N EI e R 2285 node.js » A H] & https://nodejs.orglen/ » (NFG &k 228527 0H -
S5 T ENIAcTE ~Z28E Node-RED » f431] 2 http://nodered.org/docs/getting-started/installation.html -
NA Tk R 2850 -

EX&fh Node-RED

1. B S RFEIT(CMD) » TJ#1 % Node-RED Z28EFL 7R > iy A F54 node red”(F o] &)
Node-RED -

cisod cisnode-—red-B.11.2

c:snode—red-B.11.2%node red

c:wnode—red-8.11.2node red

Welcome to Mode—RED

14:43:17 — [infol Mode—RED version: vB.11.2

14:43:17 — [infol Mode.js wverszion: vd.2.1

14:43:17 — [infol Loading palette nodes

sys is deprecated. Use wtil instead.

14:43:18 - [warnl

14:43:18 [warn] Failed to register 2 node types

14:43:18 [warn] Run with —-v for details

14:43:18

14:43:18 [infol Settings file : c:“node—-red—-BA.11.2-/zsettings.js
14:43:18 [infol User directory : “Users*“Youngtec .node—red
14:43:18 [infol Flows file : “lUsers“Youngtec*.node—red“f lows_

14:43:18 [infol Server now running at http:- -127.0.8.1:1888-
%1~ Welcome to Node-RED EHE. - FIRELEIAT] -
%260 H
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2. FAEY Chrome ZIE2s » FA4gHEFHm A 127.0.0.1:1880 » BIHE]#E A NOdf}-RED EEEH -

< C N [3]127.0.0.1:1880] Q &Y =

%, Node-RED X

=<2, Node-RED

Q Sheet 1 L info debug

v input

inject

catch

maqtt

http

websocket

tcp

udp

%21 H
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P
#1r REST Server

1. % KEPServerEX ZZ8E8%1K » B BN IRAVIEEEES EFE simdemo.opf » THESFETE By C:\Program
Files\Kepware\KEPServerEX 6\Projects -

@U" - C:\Program Files\Kepware\KEPServerEX 6\Projectq

&P HJ|EE R IRTM HEAH)

EHEEE v MAZEBE ~ ZHIE v B HEE
¢ RYEE 2
] . UCON Modbus Examples
o mARMUE =) simdemo.opf
o TEE

2. TEAE TR EE Y 10T Gateway YH H - BREIFEAHE - BEEE New Agent » &1~ New Agent
1175 - Name figi A RESTServer » Type %5 REST Server » BR8N 2574 -

.1 KEPServerEX 6 Configuration [Connected to Runtim
File Edit View Tools Runtime Help

NE 42888 0® 5|

E@ Project
=-{m] Connectivity
. 4.8 Channell
8o Aliases
-.6A] Advanced Tags
EJ@ Slarms & Events
- LR Add Area...
;:—,rg Data Logger
- ..J8] Add Log Group...
@0 EFM Exporter
- -{@ Add Poll Group...
=-'® IDF for Splunk
L..{2) Add Splunk Connection...

E,r L L_ocalHistor % New Agent
_ ‘l 'Y Add Datastore

% 28 H
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»

' |

New Agent @

Enter the name and choose the type of Agent to create.

A gent
Name: RES TServex
Type: |REST Server v |

< =@ |[F=£Em>] [ BE | [ ##H |

3. %€ Endpoint- Network Adapter 7524 Localhost only>Port Number i A. 39320 /23 Enable write
endpoint + Allow anonymous login » J&& N &8 ~ REST Server (Y& aH B 45 » 3% S & (kIEaL
TEMEEE) - I HEE 1% -

REST Server - Properties 24

Endpoint | Licensing
HTTE#S

-

Network Ldapter: Localhost omnly -

Port Number: 30320 =

| Use HTTES
Enable write endpoint
Moy smoommmons login
| hittp 4#127.0.0.1:39320dioteatews’ |

[ me | ®E [ m#@

%29 H
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BE#2”Add ToT items” > & Channell.Devicel &€ NHY Tagl A e

R

FAX:+886-7-3455817

@ "K"EPSewélh'Ek'G'Con'{’:igwa'i':'ion’[”(fo‘nnected to Runtume]

File Edit View Tools Runtime Help

DE AR &80 o 1 [N T SR
i D{}Channeﬂ -

' &-o y! Server Tag
----- iases . .
,,,,, LGB Acvanced Tacs A C)Add 0T items...
D @ Alarms & Events
----- & Add Area...

D g Data Logger
----- B 4dd Log Group...
r_j ® EFM Exporter
. i@ Add Poll Group...
@ "’@‘ IDF for Splunk
~~~~~ O Add Splunk Connection...
D %k loT Gateway
] Agent
MOTTClient
-a| MATTClient_local
MOTT Client_mqgttdashboarc
?~-1s RESTClient
PR ‘f@ RESTServer
1j ® Local Historian
~~~~~~ j .&dd D atastore...

m

Tag Browser

Indude system/internal tag agroups Tag Mame
[] Branch level tag selection

% 30 H
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{8 F Node-RED 22 REST Server By tag

1. Gl Node-RED #/E H > ZE 17 input #HY inject> function #HY http request output #£HY debug-
MRS > AT E -

=< Node-RED
Q Sheet 1
~ input Q
timestamp
inject
o
catch http request
maqtt
.payload
hitp msg.payl

2 . 4FHE http request 4555 > Method #54% GET » URL gy A http://127.0.0.1:39320/iotgateway/browse
Return #5&4% a UTF-8 string » Name g A browse » BEEEE Ok 148 -

Edit http request node

= Method GET

@ URL http://127.0.0.1:39320/iotgateway/browse
Use basic authentication?

€ Return a UTF-8 string M

¥ Name browse

Ok Cancel

%31 H
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»

3. BEL 5 Deploy % ffl - B timestamp /=544 8 - (#R[{E4 )5 debug” H & & F] REST
Server H i Al EZIEHY tag -

Sheet 1 info debug

timestamp

msg.payload : string [79]
{"browseResults"
[{"id":"Channel1.Device1.tag1"}]."succeeded"true,"reasor

browse

msg.payload

%32 H
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{5 FH Node-RED zEH{ REST Server Y tag &%}

1. Gl Node-RED #/E H > ZE 17 input #HY inject> function #HY http request output #£HY debug-
MRS > AT E -

=< Node-RED

Q Sheet 1

~ input Q
timestamp

inject
O
catch http request
maqtt
.payload
hitp msg.payl

2 . 4HE http request 4555 - Method %554 GET » URL i A
http://127.0.0.1:39320/iotgateway/read?ids=Channell.Devicel.tagl - Return #4% a UTF-8 string -

Name #igj A read » EEEE”OK #% 4 -
Edit http request node

= Method GET

@ URL http://127.0.0.1:39320/iotgateway/read?ids

Use basic authentication?
& Return a UTF-8 string

¥ Name read

Ok Cancel

% 3B H
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3. H85 [ Deploy %l - Bi%& timestamp 7= /5f4 5 - (R {4 )5 debug” H T EF] REST
Server - - Channell.Devicel.tagl &k} » £1FE ID ~ value ~ timestamp Z5¢ o

Sheet 1 info debug

timestamp

msg.payload : string [31]
{"readResults":
[{"id":"Channel1.Device1.tag1"."s"true,"r":"","v":3938,"t": 14480

read

msg.payload

%34 H
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{£F Node-RED B A REST Server By tag B{E

1. BB Node-RED ¥E{EETH » #E£17 input #1177 inject » function #f% function ~ http request - output
{ELHY debug > TGABHEEA > AT E -

{ timestamp ?ID

v

T

/
L_ r ]

2 . 45#E function 45%E5 - Name &g A write » Function figj A
msg.payload = [{"id": "Channell.Devicel.tagl","v": "123"}];
return msg;

- BB Ok 1%t -

Edit function node

¥ Name write 8~

#~ Function

1 msg.payload = [{"id": "Channell.Devicel.tagl","v": "123"}];
2 return msg;

3¢ Outputs 1

See the Info tab for help writing functions.

Ok Cancel

% 3 H
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3. 4FHE http request 4555 - Method %82 POST » URL gy A http://127.0.0.1:39320/iotgateway/write >
Return 5% a UTF-8 string > Name i A write » BEREE OK™% 4 -

Edit http request node
£ Method POST v

@ URL http://127.0.0.1:39320/iotgateway/write '

Use basic authentication?
€ Return a UTF-8 string v

W Name write

Ok Cancel

4. BB 75 Deploy”i%iit » B%E timestamp 72 /5§44 - (F A{E45 /5 debug” H 3 & FIF AR
DHHYERE. ©

|| Sheet1 info debug

timestamp

msg.payload : string [65]

{"writeResults":

y [{"id":"Channel1.Device1.tag1","s"true,"r":""}]}
write
—

msg.payload r

%36 H
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5. BHEL KEPServer (75 Quick Client » T]7&%!] Channell.Devicel.tagl fYSHETHEE A -
0pg@bick Client - %% * == B

File Edit View Tools Help
DEHced ¥ BEX

ltem ID | Data Type Value | Timestamp | Qualty  + | Update Count
@AChannel1.Device1tag1 Word 124 18:24:40.165 Good 9

%31 H
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{3 Node-RED $£Ui REST Client 3£y E R

1. 777 REST Client -

JAREHIREE Y 10T Gateway JHH - BEE)E B ## - WIREEE"New Agent” » & &< New Agent %5
Name fig; A. RESTClient » Type #5452 REST Client » BEEE N 20§55 -
Mew Agent 2

Enter the name and choose the tpe of Agent fo create.
& gent

Maome: RE3 TClient

Type: || REST Client -

<E—E | P || By | [ 88 |

2. URL ## A http://127.0.0.1:1880/publish » Method % POST - Rate #if A_1000 » Bl F—35~
FEST » BM e ST -

"-.

REST Client - Endpoint 2

HTTERA

TRL: http:#127.0.0.1:1880¢publish

Method:  |[POST -

Publish

Rate (ms): 1000 % |

M ttems per: 1000 =

< t—#E|F-HFfm-| | =H || #HA |

e ———— ki Al lE it i iliih} kb ie - A ——~——————S——

% 38 H
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3. BHE”AJd [oT items” » & Channell.Devicel J&& N HY Tagl fil A °

Tag Browser

Indude system/internal tag agroups Tag Mame
[] Branch level tag selection

4 . BARL Node-RED #E{EE M » ZE17 input #HY http »  output #HY debug ~ http response » i 783
REAR - AT o

[ publish 5

hitp

5. 4R#E http 4525 - Method #5&4% POST » URL g A/publish » Name #ig; A publish » BEZ82”°0k7%¢f -
Edit http in node

= Method POST v
@ URL /publish
¥ Name publish

ok Cancel

6. BE%S [ 58 Deploy™$#ft » (B HI{E 4 75 debug sk ETEF{¢ KEPServer i REST Client %
B -

%39 H
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»

EST MQTT Sheet 1 info debug

{ "timestamp": 1448018300386,
"values": [ { "id"
"Channel1.Device1.tag1", "v'": 1459,
"g": true, "t": 1448018299649 } ] }

publish -~ msg.payload

http
msg.payload : object
{ "timestamp™: 1448018301386,
"values": [ {"id"™
"Channel1.Device1.tag1”, "v": 1460,
"q" true, "t": 1448018300659 } ] }

% 40 H
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MQTT Client {5 &

loT Gateway 2t E LYHi4Eraatiy MQTT fiE - (£ /R DAVAERS S E R RS &R (3 ]
#E{E » KEPServer o] {E & MQTT HY Publisher /& » ¥} Topic f;%z_;ﬂﬁ o AEI{I{5E F mosquitto Y
Subscriber #£Uit MQTT Client A2 2£aVEE N 23R - REEEEZA4AE mosquitto ~ OpenSSL /Y
libeay32.dll ~ DLk pthreadVC2.dll

ZZ8E mosquitto
55 P EQIRTE R ZAEE mosquitto - XA Z http://mosquitto.org/ > N7 Nk EFAHEER ©

2255 OpenSSL

a5 N ERTE 28 openssl » XA &
https://code.google.com/p/openssl-for-windows/downloads/list 5,
https://slproweb.com/products/Win320penSSL.html » NH & MEF4IEE

T Ek pthreadVvC2.dll

35 Nk pthreadVC2.dIl #£2€ - KA &
ftp: //sources redhat.com/pub/pthreads-win32/dll-latest/dll/x86/ - (NA& FN#HE{EEN -

1+ pthreadVC2.dll DL Kz OpenSSL Z8EER K N HY libeay32.dll » #3124 mosquitto ZZ2ERRIEE R -

Z1r MQTT Client

1. %z KEPServerEX Z245ER1E > BRRUAN AU EER E MR simdemo.opf » FHELERTE fy C:\Program
Files\Kepware\KEPServerEX 6\Projects -
o

@ U v' C\Program Files\Kepware\KEPServerEX 6\P rojectsi

®BEF REE #WRY IBEM HEAH)

HEEE v MAZEBE v ZHEZE v =5 FEE
' RRE 2

] . UCON Modbus Examples

o RIS = simdemo.opf

o TEE

%41 H
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J YOUNGTEC

2. A FRBHREERRRY 10T Gateway THH - BREEEE A HE - BLEE New Agent » & #57x New Agent
1R%5 » Name g A MQTTClient » Type #£% MQTT Client » BR8N —554f o

(7 KEPServerEX 6 Conﬁguration [Connected to Runtim
File Edit View Tools Runtime Help

N 4 @'%UEQ)(') ,7"
=-{#] Project
=-{8) Connectivity
|E|{} Channell
%—o bliases
@ Advanced Tags
EJ@ &larms & Events

= Data Logger

-5 Add Log Group...
0 EFM Exporter

- {4 Add Poll Group...
B'@F IDF for Splunk

...{=) Add Splunk Connection...

L:J 1) Local Histor g\ New Agent
- ¥4 AddDatssore

TEL:+886-7-3452268

-~

Mew Agent

Enter the name and choose the tpe of Agent fo create.

& gent

e

Type: || MOTT Clisnt - |

< F—6E) | F=Fwm: | |

R H

J

B

]

L™

A

3. » URL 8 A tcp://localhost:1883 - ji» Topic & A MQTTClient » j» Rate(ms)ii#; A 1000 - EF&Z”

2P o BRERSE R T -

%42 H
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MQTT Client - Broker X
MOTT Broker
TEL: tep:filocalhost: 1853
Topic: MOQT TClent
Publizh
Qo: |1 (Atleastonce) |
Fate (msz): 1000 =2
M iterns pex: 1000 ==
E—Fo[Tsw-)| [ wE | [ ®H |

-
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4. EEEE”Add IoT items” » 4 Channell.Devicel J&E NAY Tagl Sl A °

ex; 1I..<"EPSeNé|"‘E.'§.<:‘Bfon'{’:igt.ira'fion'[u(fonnected to Runtime]
File Edit View Tools Runtime Help

BRI N " AR @ B = OO e, (N B e
El{} Channell |

EN e o |
%ﬂ Aliases

Server Tag ! State
TyAdd loT items...

£A] Advanced Tags 5
B@ &larms & Events

Bg Data Logger

B@ EFM Exporter
- {§g Add Poll Group...
= IDF for Splunk

5 @ &dd Splunk Connection...
E!}‘E loT Gateway

----- Agent
MOTTClient
MATTClient_local

MOTT Client_maqttdashboare
i@ RESTClient

%2 RESTServer
—}@ Local Historian
Frv ‘| 3 Add Datastore. .

m

m

Tag Browser

Indude system/internal tag groups

Tag Mame
[T]Branch level tag selection
: i Tag2
4
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BAEX mosquitto broker

1 BRI an 12/ 7IL(CMD) » PIHAERE 2 mosquitto ZZ5EFE1E - #ir AH5<"mosquito.exe -v{H H]

Eq#f broker -

Bl 2EEEE C\Windows\system3 2 emd exe

c:“Program Filezs“mosgquittoXmosguitto.exe —w

2 . B broker 1% - KEPServer Configuration &£ ~NHY event Z{E [ HFR"MQTT agent
‘MQTTClient’is connected to broker ‘tcp://localhost:1883” > FZ7x MQTT Client JIE £33 % broker -

""" E] MQTTClient Server Tag State Data Type 3
&_|Channel1.Devicel.Tag1 Enabled Word 1
4 L

Date Time Source Event

20151123 15:38:06  1oT Gateway MATT agert "MQTTClient’ is connected to broker top:/Aocalhost: 1883

%45 H
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{8 B3 mosquitto Subscriber LR E

1. BRESHERFEIT(CMD) » PJHARRTE 2 mosquitto ZZ4EEE 1K » Bl AF54” mosquitto_sub.exe -h
Iocalhost -t MQTTClient” {5 u] B subscriber TR Topic E/jnﬂ/u\

B 2HEES C\Windows\system32\cmd.exe

c:“Program Files“mosquittoXmosgquitto_sub.exe —h localhost —t MQTTClient

2 TEZH MQTT Client #2£0VEH S » £1& timestamp ~ values ~ id Z£5&

Bl HJEEE: C\Windows\system32icmd.exe - mosquitto_sub.exe -h localhost -t MQTTClient

= | B ¥

c:“Program Filezs“mosguittoX*mosguitto_sub.exe —h localhost —t MQITIClient
L'"timestamp' 1448264276883 "values " [{"id" - "Channell . Devicel .Tagl "', "w'" 1448 "q':
true,."t":1448264976183> 1>

L "timestamp' :1448264977873 . "values" s [{"id" :"Channell .Devicel .Tagl ", "o 1449 "Y'=
true,."t":1448264977113> 1>

L'"timestamp' 1448264278876 . "values " [{"id" - "Channell . Devicel .Tagl "', w1458, "q":
true,."t":1448264978126> 1>

L "timestamp' 1448264972876, "values s [{"id" :"Channell .Devicel .Tagl ", "o :1451 , "q':
true,."t":1448264979146> 1>

L'"timestamp' 1448264788876 . "values " [{"id" - "Channell . Devicel .Tagl "', w1452 "gq':
true,."t":1448264980156> 1>

L"timestamp' 1448264981876, "values" s [{"id" :"Channell .Devicel .Tagl ", "o 1453, "q':
true,."t":1448264781176> 1>

L'"timestanp' 1448264282876 . "values " [{"id" - "Channell .Devicel .Tagl "', "w':1454, "g':
true,."t":14482649821 862> 1>

L "timestamp' 1448264983876, "values" s [{"id" :"Channell .Devicel .Tagl ", "o 1455, Yq':
true,."t":14482649831%6> 1>
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{8 B mosquitto Subscriber BEUERE
ft v {52 A Node-RED TG BAUY MQTT Client Firaz2HUERE. -
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1. #E A Node-RED #E{EEEAI{% > HriY input £y mqtt > output #EHY debug - I HFEREAK -

maqftt [ e
o " L

2. 4REE matt N2 - §2 Broker i A localhost:1883 - Topic #ii A MQTTClient » Name i A

MQTTClient » EREE"Ok §%$ft -

Edit mqtt in node

@ Broker localhost: 1883 v ¢
£ Topic MQTTClient
¥ Name MQTTClient
Ok Cancel

info debug

MOTTClient : msg.payload : string [104]
{"timestamp":1448270457830,"values™
[{"id""Channell Device1.Tag1""v"595 "q"true "t 1448270

MOTTClient : msg.payload : string [104]
{"timestamp": 1448270458830, "values™
[{"id""Channell Device1.Tag1""v"596 "q"true "t 1448270 |

MOTTClient : msg.payload : string [104]
{"timestamp": 1448270459830, "values™
[{"id""Channell Device1.Tag1""v"597 "q"true "t 1448270

% 4T H

3. 8 )7 Deploy Hidft - £ debug” EL#AEI MQTT Client Fi g AR -
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